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Abstract—Medical images have been used as one of the objects to 
diagnose the patient. A digitally formatted medical image is 
easier to be stored and distributed but also easier to be modified 
for illegal purposes. Digital image watermarking offers a solution 
to protect digital medical images. By embedding fragile 
authentication watermark, the watermarking system can detect 
and localize the tampered area of medical images. Moreover, by 
embedding the feature extraction in the form of average 
intensities of the image, an original image can be recovered from 
the tampered image. This paper will study and test a 
watermarking scheme using LSB Modification to perform 
tamper detection and recovery in the ROI. To make this 
watermarking scheme reversible, RLE is used to embed the 
original LSBs in the RONI to get higher embedding capacity. The 
experimental results show that this watermarking system can 
detect and localize tamper with up to 100% accuracy and 
perform image recovery up to 100% recovery rate until 20% of 
tempered area in ROI.  
 

Keywords—LSB modification, medical image, tamper 
detection, recovery, RLE, reversible, watermarking 
 

I. INTRODUCTION 

IGITAL medical images have been used as one of the 
objects to diagnose the patient in the modern health care 
facilities. Medical images are produced by various 

medical devices that can take the picture or representation of 
organs inside the human body, one of the examples is 
ultrasound image. The medical images are often converted 
into digital forms to make it easier to be stored and distributed.  

Authenticity and integrity of the medical images is very 
important because can affects the doctor’s diagnoses to a 
patient or disease. Authenticity means that the image is really 
what the user supposes it is. Integrity means that the image has 
not been modified by non-authorized person. In the other 
hand, digitally formatted medical images are very easy to be 
modified for illegal purposes using software. This is very 
dangerous because can cause diagnoses error. So, a system 
that can verify the integrity and authenticity of medical images 

is needed to protect the medical images. 
One of methods to protect medical images is a digital image 

watermarking. Digital image watermarking is a practice of 
imperceptibility altering a piece of data embeds data called 
watermark into a digital image (host/carrier image). 
Watermark can be text, logo, or feature extraction of the host 
image. The embedding process is done in a particular way so 
that the original image will not be damaged. The image that 
embedded the watermark is called a watermarked image. The 
watermarked image then could be stored or distributed, and 
the owner can prove the authenticity and integrity of a 
suspected image by retrieving the watermark from the 
watermarked image. According to the retrieved results, we can 
determine whether the suspected image has been modified or 
not.  

An important aspect for authentication is how to detect a 
tampered watermarked image. Once tampering is detected, 
tampered section can be recovered [3]. The other challenge is 
to allow the watermark to be reversible. Reversible 
watermarking is where embedded watermark is removed and 
the original pixel value is restored.  

There are some studies about medical image watermarking 
for tamper detection and recovery. Jasni [1] developed a 
watermarking scheme in the spatial domain that can localize 
tamper and recover the tampered area. The method is by 
dividing the image into small blocks then the average intensity 
of each block is embedded in another block to be used as the 
recovery information of that block. By dividing image into 
blocks, the authentication process can be done separately for 
each block so the tampered area can be localized. The 
tampered block then can be recovered using its recovery 
information that embedded in another block. 

Liew [3] proposed a design of watermarking scheme based 
on Jasni’s method to make the watermarking scheme 
reversible. In this scheme, image is divided into ROI (Region 
of Interest) and RONI (Region of Non-Interest). ROI is the 
significant part of the medical images that is used by doctors 
to diagnose the patient, and RONI is the area outside the ROI. 
Watermarking for tamper detection and recovery is done in the 

D
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ROI area based on Jasni’s scheme. The original LSBs that are 
removed in watermark embedding process is stored in RONI 
after compressed using RLE. The stored LSBs later can be 
used to restore the image to its original bits value so the 
watermarking scheme can be reversible. 

In this paper, we proposed a modification of reversible 
watermarking for tamper detection and recovery of medical 
images based on Jasni’s method and Liew’s design. The 
modifications conduct by compress the removed ROI LSB 
before embedded in RONI using two bits LSB. The design of 
the watermarking scheme is described on the next section. In 
the third section, the experimental result will be discussed and 
the conclusion is in the fourth section.  

 

II. WATERMARKING SCHEME 

The reversible watermarking scheme used in this paper is 
based on Liew’s design [3] in term of using RLE to embed the 
original LSBs in RONI. This scheme is also based on tamper 
detection and recovery watermarking by Jasni [1]. Further 
modifications were developed in the image preparation 
process when determining the location of ROI and RONI to 
make it more compatible with our sample images. Other 
modification is in the process of embedding the removed 
LSBs and the RLE compression method. 

A. Image Preparation 
We use some 8-bit grayscale ultrasound images with 

640x480 pixels resolution in bitmap format. The sample 
images are downloaded from www.ultrasound-images.com. 
First, an image is divided into ROI and RONI. Watermarking 
for tamper detection and recovery process will be done in 
ROI. RONI will be used to embed the original LSBs of the 
image so the watermark can be reversible. We embed all LSBs 
of the image instead only LSB from ROI. To make it general 
for all of our sample images, we use static size of ROI and 
RONI as shown in the figure below.  

 

 
Fig. 1 Location of ROI and RONI 

ROI is defined as a rectangle around the center of the 
image. The ROI will be divided into blocks of 6x6 pixels. We 
use smaller 6x6 pixels block size instead of 8x8 pixels to 
achieve better accuracy of tamper localization an better quality 
of recovered image [5]. We need to prepare a one to one block 
mapping sequence A B C D … A for watermark 
embedding in ROI, where each symbol denotes an individual 
block. The recovery information of block A will be embedded 
in block B, recovery information of block B will be embedded 

in block C, and so on. We use similar mapping sequence 
proposed by Zain [1]: 

ሬԦܤ  ൌ ሾሺ݇ ൈ ݀݋ሻ݉ܤ  ௕ܰሿ ൅ 1       (1) 
 

where B,  , k � [1, Nb] , k is a prime number, and Nb is the 
total number of blocks in the ROI. Each block in the ROI is 
assigned with an unique integer B �  {1, 2, 3, ..., Nb }. In this 
scheme, raster scan (left-right top-bottom) is used to assign 
number to each block. 

RONI is later divided into 6x1 pixels blocks. After the 
original LSBs is compressed using RLE, each resulting RLE 
package will be embedded in a block in RONI. 

B. Watermark Embedding in ROI 
Before embedding the watermark, the original LSBs of the 

image is removed and the LSB of each pixel is set to zero. 
Later the removed LSBs will be compressed and embedded in 
the RONI. The watermarking scheme in ROI is based by 
Jasni’s [1] with 6x6 pixels block size [3]. Each block then 
divided into 4 sub blocks of 3x3 pixels. The watermark for 
each sub block is 3x3 bits which contains 2-bit authentication 
watermark (1-bit v and 1-bit p)  and 7-bit recovery watermark 
r. Authentication watermark is used to check whether the 
block is tampered or not. Recovery watermark is the recovery 
information of corresponding sub block from another block 
(target block) which is embedded in this block. The form of 
recovery information is 7-bit MSBs of sub block’s average 
intensity. The 3x3 bits watermark is embedded in the LSB of 
the sub block to minimize image degradation. 

For each block, compute average intensity of block (Avg_B) 
and average intensity of its sub block (Avg_Bs) then generate 
the watermark v (authentication bit) for each sub blocks as: 

ݒ  ൌ ൜0,   ݂݅ ݏܤ_݃ݒܣ ൐ ݁ݏ݅ݓݎ݄݁ݐ݋                     ,1ܤ_݃ݒܣ      (2) 

  
The watermark p (parity bit) is generated as: 

݌  ൌ ൜1,   ݂݅ (3)      ݁ݏ݅ݓݎ݄݁ݐ݋                 ,0݀݀݋ ݏ݅  ݏܤ_݃ݒܣ 

  
The watermark (v, p, r) for each sub block is then embedded 

in its LSB as described in the following figure: 

 
Fig. 2 Watermark Embedding in ROI 
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C. Embedding Original LSBs in the RONI 
The original LSBs of the image will be compressed and 

stored in the RONI. The stored LSB is used for restoring the 
image to its original pixel values later. 

The removed original LSBs can be represented as a 
640x480x1-bit binary matrix that we call LSB matrix. An 
RLE based compression we called RLE block method is 
developed to achieve higher embedding capacity. The LSB 
matrix is divided into LSB-blocks which are blocks of 3x3 
bits. The 9-bits of each LSB block then are converted to a 
decimal value as shown in the figure below: 

 Fig. 3 Process of converting 9-bits LSB-blocks to decimal values 

The decimal value is from 0 to 511 (9-bits). The collection of 
decimal value of each LSB block is scanned using raster scan 
and will form a data run that will be used as the input of RLE. 
RLE process will result a set of RLE package, each package 
contains run value (RV) and run count (RC). Each RLE 
package which is 12-bits length is embedded into 6x1 pixels 
block in the RONI. Range of RV is from 0 to 511 so we need 
9-bit storage for each RV. RC is limited to seven, so we need 
3-bits storage for each RC. The embedding scheme of each 
12-bits RLE package in the RONI is described as follow: 
 

 

Fig. 4 The scheme of embedding an RLE package into a block in RONI 

Based on our experiment, there will be not enough space to 
embed the compressed LSBs if we only use the LSB in RONI. 
We need to use the second LSB (LSB 2) in RONI so all the 
RLE packages can be embedded in RONI without storage 
issue. 

D. Tamper Detection and Recovery 
The suspected image is divided into ROI and RONI as in 

the image preparation process. Divide ROI into blocks of 6x6 
pixels. For each block, divide it into four 3x3 pixels sub block. 
As proposed by Zain [1], for each sub-block of 3x3 pixels, 
authentication bit v and parity bit p will be extracted. Set the 
LSBs of the block to zero and compute the average intensity 
of block (Avg_B) and average intensity of this sub block 
(Avg_Bs). Generate the authentication bit as v’ and the parity 
bit as p’. Compare the generated  v’ and  p’ with the extracted 

v and p to know whether the block is a tampered block or a 
valid block. Tampered blocks will be recovered by locating its 
recovery blocks using the mapping sequence used in image 
preparation. As shown in Fig. 2, assume block A is tampered. 
To recovery block A, we use information that embedded in 
block B. For each sub block in block A, replace the value of 
all pixels with the 7-bits MSB of the recovery information 
obtained from its corresponding sub block in the block B.  

E. Restoring the Original LSBs 
The original LSBs can be restored so the watermarked 

image can be reverted to its original pixel values. The RONI is 
divided into blocks of 6x1 pixels. Each RLE package 
embedded into a block in RONI as shown in Fig. 4 will be 
obtained and decoded. Decoding RLE packages will result a 
set of decimal values in range of 0 to 511. Each decimal value 
then converted to 3x3x1 bits binary number. This is the 
opposite of the process shown in Fig. 3. The resulting 3x3x1 
bits will be the LSBs of a 3x3 pixels block of the image. 
Divide the image into 3x3 pixels block. Each 3x3x1 bits LSB 
is then restored to the each block of image using raster scan. 

As shown in Fig. 4, in the RONI the second LSB (LSB 2) 
of the pixels is used to embed the RLE packages. This second 
LSBs cannot be restored because we do not store them. But 
the beauty of ultrasound images is that almost all pixel values 
of the RONI is zero (Black). So, after the restoration of 
original LSBs, The second LSB of any pixel in the RONI with 
pixel value less than 3 is simply set to zero to increase the 
PSNR of the restored image. For the ROI, we can say that the 
ROI can be fully reversible, which means that all the pixel 
values in the ROI can be restored to its original value. 

 

III. EXPERIMENT RESULTS 

We have build a MATLAB program to implement this 
watermarking scheme.  The purpose of the experiment is to 
know the quality of the watermarked image, watermark 
reversibility, and performance of the image tamper detection 
and recovery.  

A. Watermarked Image 
Watermark embedding is done for some sample images 

with the result below:  
TABLE I 

WATERMARKED IMAGE PSNR 

Image PSNR (dB) 

anembryonic-gestation-1a.bmp 47.7949 

anembryonic-gestation-1b.bmp 47.4966 

breast-abscess-1c.bmp 48.5741 

fetal-lens-1b.bmp 47.0075 

fibroadenoma-1b.bmp 47.4085 

prostatitis-acute-1d.bmp 46.8191 

riedels-lobe-mass-1c.bmp 47.5073 

 
In the Table 1, the PSNR of the watermarked images are 

above 46 dB (excellent quality) which means the 
watermarking scheme can produce a watermarked image with 
minimum degradation and very similar to the original one.  
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Fig. 5 Original Image (left) and Watermarked image, PSNR=47.0075 dB 
(right) 

B. Watermark Reversibility 
In the testing of watermark reversibility, we restored the 

original LSBs of the watermarked image without giving any 
tamper before. The compressed LSBs that embedded in the 
RONI will be obtained, decoded, and restored to each pixel. 
The result image from this process, called extracted image, is 
then compared to the original one. The PSNR is between 56 
dB and 61 dB which means that although the extracted image 
is nearly similar to the original one, there still a little 
difference between them. We have compared the pixel values 
of the extracted image and the original one and the result is 
shown in the Fig 7. 

 
Fig. 7 Pixel differences between extracted image and original image 

The grey color means that the pixel values are similar. The 
black or white color means that the pixel values are different. 
From here, we can say that the pixel differences only occur in 
the RONI. So the ROI is fully reversible or all the pixel values 
can be restored successfully. As mentioned before, the RONI 
is not fully reversible because we use the second LSB in 
RONI to embed the compressed data to ensure that all the 
image LSBs can be stored. At the Table II below we can see 
that we need near to 2 bits/pixel embedding ratio in RONI 
although after the original LSBs have been compressed using 
our method. We also have test Huffman compression but we 
still need more than 1.5 bits/pixel embedding ratio. What we 
need to make this scheme fully reversible is a lossless 
compression method that will result less than 1 bits/pixel 
embedding ratio in the RONI. 
 
 

TABLE II 
COMPESSION METHOD COMPARISON 

Compression 
Bits after 

compression 
Compression 

Ratio 

Embedding 
Ratio in RONI 

(bits/pixel) 

None 307200 1 2.28571 

RLE, RC 
treshold=15 

404115 1.31548 3.00681 

RLE, RC treshold=7 379604 1.23569 2.82443 

RLE block 2x2, RC 
treshold=7 

280749 0.91390 2.08891 

RLE block 3x3, RC 
treshold=7 

232500 0.75684 1.72991 

Huffman block 2x2 
(16 symbols) 

209774 0.68286 1.56082 

C. Tamper Detection and Recovery 
Block tampering attack, sharpening, contrast and brightness 

adjustment is given to the watermarked image to know the 
performance of tamper detection and recovery. From the 
experimental result we can see that the scheme can perform 
tamper localization from block attack with up to 100% 
accuracy. For sharpening attack the localization accuracy is up 
to 99%. For brightness and contrast adjustment attack the 
localization accuracy approximately from 60% to 98%. 

The recovery performance for block tampering attack with 
area < 20% is very good with up to 100% of recovery rate and 
PSNR. For sharpening, brightness, and contrast adjustment 
attack the recovery rate is low (from 6% to 48%) because the 
attack will damage the most of recovery information.  

 

  
(a) 

 
(b) 

Fig. 8 (a). Block tampering attack PSNR=22.8173 dB; (b). Recovered Image, 
Recovery Rate=100%, PSNR=42.3158 dB 

  
(a) 
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(b) 

Fig. 8 (a). Spread block tampering attack PSNR=23.7108 dB; (b). Recovered 
Image, Recovery Rate=91.67%, PSNR=35.0793 dB 

IV. CONCLUSION 

Experiment result show that the proposed watermarking 
scheme is more suitable for block tampering attack where the 
attack is  occurred on a local section of images. The defect 
from attack in ROI area can be localize and recovered with 
good quality of image. For global attack like sharpening, 
brightness, and contrast adjustment attack the proposed 
scheme show a good performance in localize the defect area 
but poor in recovery process. Further development is needed 
to make this watermarking scheme is fully reversible for 
global attack.  
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