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Abstract The ever-growing numbers of medical digital im-
ages and the need to share them among specialists and hospi-
tals for better and more accurate diagnosis require that pa-
tients’ privacy be protected. As a result of this, there is a need
for medical image watermarking (MIW). However, MIW
needs to be performed with special care for two reasons.
Firstly, the watermarking procedure cannot compromise the
quality of the image. Secondly, confidential patient informa-
tion embedded within the image should be flawlessly retriev-
able without risk of error after image decompressing. Despite
extensive research undertaken in this area, there is still no
method available to fulfill all the requirements of MIW. This
paper aims to provide a useful survey on watermarking and
offer a clear perspective for interested researchers by analyz-
ing the strengths and weaknesses of different existing
methods.

Keywords Medical image watermarking . Fragile
watermarking . Robust watermarking . Reversible
watermarking .Medical confidentiality . Authentication

Introduction

The widespread emergence of computer networks and the
popularity of electronic managing of medical records have
made it possible for digital medical images to be shared across
the world for services such as telemedicine, teleradiology,
telediagnosis, and teleconsultation. Instant diagnosis and un-
derstanding of a certain disease as well as cutting down the
number of misdiagnosis has had extensive social and econom-
ic impact, clearly showing the need for efficient patient infor-
mation sharing between specialists of different hospitals. In
the handling of medical images, the main priority is to secure
protection for the patient’s documents against any act of
tampering by unauthorized persons. Thus, the main concern
of the existing electronic medical system is to develop some
standard solution to preserve the authenticity and integrity of
the content of medical images [1, 2].

Accordingly, one solution for tackling the above issue is
the use of digital watermarking. In other words, watermarking
can enhance the security of medical images by inserting
special information, called a watermark or hidden data, in a
nonconspicuous way. Watermark information is usually
inserted in a binary format to the pixel value of the host image.
This information can later be retrieved and checked whether
the medical image is distributed with the actual source
(authenticity) or belongs to the correct patient (integrity) [3].

Watermarking methods can be classified based on different
views. In the following, different categories of watermarking
methods are explained. Based on the embedding information
concept, watermarking algorithms can be classified as either
spatial or transform domain [4]. In the spatial domain, the
watermark information is directly embedded in the pixel value
of the host or cover image. These methods are fast and simple
and also provide high capacity for embedding watermarks.
Spatial domain methods may have some advantages and may
overcome cropping attacks, but their main drawback is their
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weaknesses against noise or lossy compression attacks. In
addition, upon discovering the method, embedded water-
marks can easily be modified by a third party [4, 5]. In the
transform domain, the watermarked image is obtained by
embedding the watermark onto the transformed version of
the original image [6]. Some of these transforms and a dis-
cussion on their benefits and weaknesses are provided in the
following sections.

According to human perception, the watermarking
methods can be grouped into visible and invisible watermarks.
A popular illustration of visible methods is logos, which are
put at the corners of images or videos for content or copyright
protection. Invisible watermarks are useful for application
such as authentication, integrity verification, and copyright
protection. Sometimes, visible and invisible watermarking
can be used simultaneously. In this case, the invisible water-
mark can be considered as a backup for the visible one. This is
called the dual watermarking technique [7].

Invisible watermarking methods can be divided into four
groups: fragile, semi-fragile, robust, and hybrid methods [8,
9]. The fragile method allows the watermark to easily be
destroyed by the smallest of modifications. Applications for
this kind of watermarking are limited to authentication and
integrity verification. The semi-fragile method protects the
hidden data against intentional attacks, but is fragile against
malicious attacks. The robust watermarking method, which is
usually used for copyright protection purpose, should be
resistant against multiple different attacks. The robustness of
these methods can be measured by applying different attacks
on the watermarked images and comparing the embedded and
extracted watermark by different benchmarks. The lists of
various attacks and benchmarks are introduced in the follow-
ing sections. Finally, the hybrid watermarking is a mixture of
robust and fragile techniques to provide authentication, integ-
rity verification, and copyright protection simultaneously
[8, 10].

In addition to above groupings, reversibility (also known as
lossless or invertible watermarking) is another important as-
pect in watermarking. Compared to the conventional
watermarking schemes, reversible data hiding restores not
only the watermark but also the original multimedia perfectly,
which is a critical requirement for medical and military appli-
cations. The main characteristic of reversible methods is the
ability to recover the original image without any distortion
after extracting the watermark bits, besides providing tamper
proofing and authentication. By using a reversible data hiding
algorithm to embed patient information and diagnostics data
into the medical image, medical officers can recover perfectly
both the hidden information as well as the image itself [11].

In this paper, we present a perspective of digital
watermarking for medical images. Thus, the remainder of this
paper is arranged as follows. First of all, basic watermarking
concepts such as system components, attacks, application, and

requirements are introduced. Afterwards, gives an overview
on different commonly used transformations in the medical
image watermarking process is given and the advantages and
the disadvantages of them are explained. Various benchmarks
for evaluating the performance of watermarking methods are
presented in “Overview on Watermarking Benchmarks and
Performance Analysis.” In the last part the importance, advan-
tages, and requirements of medical image watermarking are
explained. This section also contains a valuable review of
watermarking methods for medical images followed by a sum-
mary provided in “Summary.”

Basic Concepts in Watermarking Scheme

Overview of a Data Security System

The watermarking concept is closely related to two other
fields: cryptography and steganography. These areas fall un-
der the domain called data security system. Cryptography is a
method for sending a message in a secure format that only the
authorized person can decode and read. This is known as a
“secret writing.” Even though the encrypted message can be
protected during the transmission, once the message is
decrypted, it is not protected anymore, and this is the main
shortcoming of cryptography techniques when compared with
watermarking [7]. Furthermore, most of the cryptographic
methods are complex and provide weak copyright protection
property.

Steganography is derived from the Greek word “steganos”
and “graphei” which mean “covered” and “writing,” respec-
tively. In spite of some similarities between steganography
and watermarking, there are some differences between them
as explained below:

& The objective of steganography is to embed an unrelated
secret message into a cover work, while in watermarking,
the embedded information and cover work are related to
each other.

& In steganography, the message should be invisible, but in
watermarking, the embedded information can be either
visible or invisible.

& The main goal of steganography is to hide the message
into the cover data in a way so that an invader cannot
detect it, while the main purpose of watermarking is to
embed the data into the cover data in a way that it cannot
be removed or replaced by an intruder [7].

Based on these pros and cons, it can be concluded that
watermarking is the best choice for preserving the security of a
digital image. In addition, the data can be encrypted before
embedding the watermark, as a second layer of protection.
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Figure 1 shows an overview of a security system and different
classification of watermarking scheme.

Different Parts of a Typical Watermarking System

Digital watermarking is the procedure of embedding informa-
tion (i.e., a watermark) into the host object in such a way that
the watermark image/data can be detected by authorized indi-
viduals, for assertion of authenticity purposes [13]. The host
signal can be a video, audio, image, 3D mesh, etc., while the
watermark can be a logo, image, serial number, owner’s ID,
name, or any other information which shows ownership of the
host signal. These signatures are normally converted into a
binary sequence before being embedding into the host signal.
The following steps are the standard practice for the
watermarking procedure [14]. Each part is explained shortly
and a typical watermarking system is shown in Fig. 2.

& Embedding: In this part, the original image and the pro-
posed watermark enter to the system, and according to the
embedding algorithm, the watermarked image will be
produced.

& Distribution: Ability of others to access the watermarked
image. For instance, it can be sold to the customers or it
can be published through the internet.

& Attacks: Modification of the watermarked image inten-
tionally or unintentionally, by a third party. This concept
will be explained in the next section.

& Extraction: Process of separating the hidden information
from the watermarked image. Extracting algorithms can
be divided into three parts: nonblind, semi-blind, and
blind. In nonblind or private watermarking, the original
image is required during the extraction process. The orig-
inal watermark or other side information is necessary to
perform the extraction in semi-blind methods. In blind or
public watermarking, the extraction process is done

without any side information, original image, or original
watermark.

& Detection: In this part, the quality of watermarked images
and accuracy of extracted watermarks will be evaluated by
measuring the similarity between the extracted and the
original one.

Distortion and Attacks on Watermarking System

In image watermarking techniques, the main consideration is
the evaluation of the robustness and effectiveness of the
watermarking method through measurement of the impact of
different attacks upon the watermarked image. Based on the
watermarkingmethod used, the image may be robust against a
specific group of attacks. For instance, in order to increase
robustness against geometrical attacks, Fourier-based
methods may be a good solution. This section gives an overall
vision on different groups of attack that may be used by
invaders to remove the watermark from the watermarked
image.

These attacks, either intentional or unintentional [16], can
be classified into two main classes: signal processing attacks
and geometric distortion attacks [9]. Some examples for each
class are specified in Table 1.

A valuable literature survey of different watermarking
tools, attacks, and benchmark can be found in reference
[17]. According to this survey, attacks onwatermarked images
are divided into four main groups: simple attacks, detection-
disabling attacks, ambiguity attacks, and removal attacks, as
given in Table 2. Other types of watermarked image attacks
are cryptographic and protocol attacks [18]. Discussion on
video watermarking attacks, cryptography attacks, and stega-
nography attacks are not within the scope of this paper.
Interested readers can refer to related works.

Fig. 1 Overview of a data
security system [12]
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Digital Watermarking System Applications

Watermarking algorithms are application dependent. Different
algorithms have different restrictions and conditions. Some of
the watermarking applications are given as follows [9, 14]:

& Copyright Protection: In this application, the owner’s
copyright information is invisibly inserted into the digital
image, and ownership can be proven in the case of dispute,
by extracting this information. For this, the watermark
should be robust against legitimate and illegitimate at-
tacks. This kind of watermark is not appropriate for
preventing the user from making a copy of the digital
image.

& Fingerprinting: In this application, the owner must embed
different watermarks according to each customer identity.
It means that the data, which are used as a watermark, will
be chosen according to the customer’s information. This
method enables the owner to find the source of illegal
copies and easily find the customer who breaks any

license agreement. This watermark should be also robust
and invisible.

& Authentication and Integrity Verification: The purpose of
this application is to find out whether any modification has
been done upon the digital image or not, and then localize
the place of tampering. In this application, fragile or semi-
fragile watermarking algorithms should be applied, which
are not robust against content modification. Broadcast
monitoring, content description, and covert communica-
tion are other applications of digital image watermarking.

Digital Image Watermarking System Requirements

In this part, the basic requirements for designing a general
watermarking system are explained [6, 9, 13]. For specific
usage, such as in medical applications, some other features
such as imperceptibility and reversibility must be added as
explained fully in the medical part [19].

Fig. 2 Typical watermarking
system framework [15]

Table 1 First classification for watermark attacks

Main class Examples

Signal processing
attacks

Compression (JPEG-like)

Color manipulation (intensity, gamma
correction, component adjustments)

Noise (add noise, de-noise, replace
bit-planes)

Filtering (high pass, low pass, Gaussian,
and sharpening)

Scanning

Averaging

Geometric distortions
(de-synchronization attack)

Rotate

Scaling

Translation

Remove column/row

Cropping

Table 2 Second classification for watermark attacks

Main class Examples

Simple attacks Frequency-based compression

Addition of noise

Cropping

Correction

Detection-disabling Attacks Geometric distortion like:

Zooming

Shift direction

Rotation

Cropping

Pixel permutation, removal, insertion

Ambiguity attacks Several inserted watermarks and cannot
recognize their orders

Removal attacks Collusion attack

De-noising
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& Fidelity: This factor determines the similarity between the
watermarked and un-watermarked image. In other words,
fidelity is the amount of imperceptibility of the watermark
in the watermarked image.

& Robustness: In contrast to fragile watermarking, robust-
ness implies resistance against a variety of innocent and
malicious attacks. Cropping, resizing, and compression
are examples of unintentional attacks, which may com-
monly happen when processing a digital image. Noise
addition and geometrical distortion are two instances of
malicious attacks, which may be used by attackers to
disable the watermark.

& Data Payload (Capacity): This factor shows the maximum
amount of data, which can be embedded into an image
without noticeably reducing image quality. The influence
of capacity on the robustness and perceptibility of
watermarked image is not negligible; for instance, by
increasing the data payload, the robustness will decrease
and the perceptibility will increase. The dimensions of the
host image should also be considered, since the greater the
image resolution, the greater is the amount of watermark is
applicable in terms of bits.

& Security: This factor is regarding the application of the
different kinds of keys, such as public or private, so that
unauthorized persons cannot remove the watermark.

& Computational Complexity (Speed): This factor is regard-
ing the computation time for embedding and extracting
the watermark, which directly determines the computa-
tional complexity. For example, real-time application re-
quires fast algorithms. However, for high-security appli-
cations, the embedding and extractingmethods are usually
more time consuming.

& Perceptibility: This factor is about the amount of distortion
that appears on a watermarked image after inserting a
watermark. For invisible watermarks, this factor should
be as low as possible.

Overview on Watermarking Techniques

Generally, watermarking algorithms are divided into twomain
categories: spatial domain and transform domain [4]. The
following are brief descriptions of the characteristics of each
group.

Spatial Domain Techniques

In the spatial domain, the watermark information is embedded
directly in the pixel value of the host or cover image, and to
preserve the image quality, the watermark is usually embed-
ded into the least significant bits of the host image. These
methods are fast and simple and provide high capacity for

embedding watermarks. The other advantage of these tech-
niques is that a small watermark can be embedded several
times, so the possibility of removing all watermarks by any
kind of attack is very low. Hence, even a single surviving
watermarking may fulfill the needs [5, 20–22].

However, spatial domain approaches cannot survive
against noise or lossy compression attacks [4]. Furthermore,
once the method is uncovered, embedded watermark can be
easily modified by a third party. One of the simplest spatial
domain techniques is the least significant bit (LSB) method.
As shown in Fig. 3, the input image is firstly binarized by the
LSB method. Second, the rightmost bits of each pixel are
replaced by input watermark bits. Finally, the modified binary
pixel values are converted back to decimal pixel values
[21, 23–26].

Another method in the category of spatial domain
watermarking is the local binary pattern (LBP) method [20,
27]. This method was previously successfully used for texture
analysis, face recognition, and crowd estimation [28–30]. In
LBP, watermarking the image is first divided into nonover-
lapping square blocks. Next, the local pixel contrast is obtain-
ed by measuring the spatial relation between the central pixel
and its neighboring pixels in each block. These pixels are then
used for the embedding and extracting of watermarks accord-
ing to the rules mentioned in [20]. The advantages of LBP-
based methods over LSB methods are their robustness against
luminance change, contrast adjustment, and their fragility to
other attacks such as filtering and blurring. In other words,
LBP-based techniques can be used in semi-fragile
watermarking applications [20].

Histogram modification [31] is another spatial domain
method that takes the global characteristics of the original
image into account for embedding watermarks. This scheme
tries to shift the values between the minimum and maximum
points of the histogram to perform data hiding [11]. A very
small amount of side information is generated by this method,
and it can also be implemented easily, but the embedding
capacity of this method is limited by the number of max points
that occur.

Transform Domain Techniques

In transform domain watermarking, prior to embedding the
watermark, transformation such as discrete Fourier transform
(DFT) [32–36], discrete-cosine transform (DCT) [37–45],
discrete-wavelet transform (DWT) [9, 22, 46–65], dual tree
complex wavelet transform (DTCWT) [66–68], contourlet
[69–72], or singular value decomposition (SVD) [44, 47, 49,
52, 73–83] is applied onto the host image to produce the
transformation domain coefficients. The watermarked image
is obtained by modifying these transformation coefficients.
The robustness can be increased by modifying the coefficients
that the human visual system (HVS) is less sensitive to [6].
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Table 3 shows some differences between the spatial and
transformation domain watermarking techniques with regard
to capacity, robustness, imperceptibility, processing time, and
complexity. Afterwards, the following subsections survey a
number of transform domain techniques used in
watermarking.

Discrete-Fourier Transform

The discrete Fourier transform is a well-known mathematical
operation that transforms the image from the spatial domain to
frequency domain [18]. Let f (x,y) represents an image of size
M×N, x=0,1,2,…,M−1 and y=0,1,2,…,N−1. The forward
and reverse discrete Fourier transforms are given in Eqs. (1)
and (2), respectively [84]:

F u; vð Þ ¼
X

x¼0
M−1

X
y¼0
N−1 f x; yð Þe− j2π ux=Mþvy=Nð Þ

¼ R u; vð Þ þ jI u; vð Þ

ð1Þ

f x; yð Þ ¼ 1

MN

X
x¼0
M−1

X
y¼0
N−1F u; vð Þe j2π ux=M þ vy=Nð Þ ð2Þ

where F(u,v) is the DFT coefficient, u=0,1,2,…,M−1, and
v=0,1,2,…,N−1. The two other parameters R(u,v) and I(u,v)
denote the real and imaginary parts of the Fourier transform,
respectively.

The polar representation of the Fourier transform can also
be shown by [84]:

F u; vð Þ ¼ F u; vð Þj je jϕ u;vð Þ ð3Þ

where |F(u,v)| is magnitude spectrum and ϕ(u,v) is phase
spectrum, which are respectively given by:

F u; vð Þj j ¼ R2 u; vð Þ þ I2 u; vð Þ� �1=2 ð4Þ

ϕ u; vð Þ ¼ tan−1
I u; vð Þ
R u; vð Þ

� �
ð5Þ

The magnitude and phase contain the least and the most
amount of information, respectively, about the image and
provide potential candidates for embedding watermark infor-
mation. Phase-based watermarking, as proposed in [36, 85],
shows better robustness against attacks. Moreover, any at-
tempt for removingwatermarks causes significant degradation
in the image quality. This is because the phase conveys
essential information on the image [35, 85]. Embedding the
watermark in the magnitude part of DFT [34] generates lower

Fig. 3 LSB watermarking
procedure

Table 3 Comparison between spatial and transform domain
watermarking methods

Spatial domain
watermarking

Transform domain
watermarking

Definition Embedding directly
onto image pixels

Embedding on transform
coefficients

Capacity High Low

Robustness Low High

Imperceptibility Highly controllable Lower controllable

Processing time Low High

Complexity Low High
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visual distortion, as this component contains little information
about the image.

Other valuable properties of the magnitude component are
shift and translation invariant. With these properties, the em-
bedded watermark will not be affected by a translation or shift
in the spatial domain. Surprisingly, bothmagnitude and phase-
based watermarking have similar robustness against compres-
sion schemes such as JPEG [85]. However, on the downside,
this transform is not suitable for nonstationary signals. Fur-
thermore, spatial and frequency information cannot be re-
solved simultaneously by Fourier transform. To do so, short-
time frequency transform (STFT) and the wavelet transform
are two options for space-frequency representation of the
signal.

Discrete-Cosine Transform

The DCT-based method is a block-based technique. By using
this transform, the image will be divided into three frequency
bands: low (FL), middle (FM), and high (FH) frequency
regions, as shown in Fig. 4.

Coefficients in the FL region carry the most part of the
energy of the transformed image, while coefficients in the FH
contain the least amount of energy [44]. Forward and
inverse equations for 2D-DCT are given in Eqs. (6) and (7),
respectively:

G u; vð Þ ¼ 2ffiffiffiffiffiffi
mn

p α uð Þα vð Þ
X

x¼0

m−1X
y¼0

n−1
g x; yð Þ

�cos
2xþ 1ð Þuπ

2m
� cos

2yþ 1ð Þvπ
2n

ð6Þ

g x; yð Þ ¼ 2ffiffiffiffiffiffi
mn

p
X

u¼0

m−1X
v¼0

n−1
α uð Þα vð ÞG u; vð Þ

�cos
2xþ 1ð Þuπ

2m
� cos

2yþ 1ð Þvπ
2n

ð7Þ

where g(x,y) is the spatial domain pixel value, G(u,v) is the
DCTcoefficient, the block size is defined bym and n, and α’s
coefficients are calculated as follows:

α uð Þ;α vð Þ ¼
1
� ffiffi

2
p if u; v ¼ 0

1 else

(
ð8Þ

The middle sub-band coefficients of the DCT transform are
commonly used for embedding the watermark to avoid mod-
ifying the important visual parts of the image (low frequen-
cies). Furthermore, DCT-based watermarking systems are the
most robust against lossy compression [4, 39, 83]. The draw-
back of DCT-based approaches is that the original image is
distorted in a nonreversible manner such that it cannot be
recovered precisely [86].

Discrete Wavelet Transform

The wavelet transform is a powerful mathematical tool that
has been used in many different areas of applications. Multi-
scale capabilities of the wavelet transform that highlight the
local and global characteristics of the signal make it an effi-
cient tool in image processing and in particular watermarking
application. The wavelet transform decomposes the image
into four sub-bands of different frequencies, namely, approx-
imation image (LLk), horizontal (HLk), vertical (LHk), and
diagonal (HHk) details where k denotes the decomposition
level [77]. This process can be applied repeatedly on the
approximation part (LL1) to reach a certain final scale based
on the user’s request [46–48, 51, 87] (see Fig. 5).

In watermarking applications, lower decomposition levels
are more vulnerable to image alteration as they have a lower
proportion of energy as compared to higher decomposition
levels. This energy is defined as:

Ek ¼ 1

NkMk

X
i

X
j
I k i; jð Þj j ð9Þ

where k is the decomposition level, Ik denotes coefficients of
the corresponding sub-band, and Nk and Mk are sub-band
dimensions.

By comparing the energy of the sub-bands in the same
level, i.e. (LL3,HL3,LH3 and HH3), it can be seen that the
energy accumulation in the horizontal detail (HLk) is signif-
icantly more than those of the vertical and diagonal details,
hence suggesting that this sub-band is more robust to image
modification. In other words, even though the approximationFig. 4 DCT regions definition [43]
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image (LLk) has the highest portion of the energy of the
original image, embedding the watermark in this part will
degrade the image quality. Therefore, the horizontal sub-
band in each level can be chosen as the best candidate area
for embedding the watermark, in order to achieve image
quality preservation and offer robustness simultaneously
[64, 65, 88].

A review on the wavelet-based watermarking methods,
consisting of two parts, can be found in [9]. Based on this
review, DWT-based methods can model the human visual
system (HVS) more accurately than DFT and DCT. Thus, by
finding less sensitive areas for the HVS, the system can embed
more watermarks in that region without degrading the quality
of the watermarked image. Furthermore, these methods are the
most robust against noise [83]. Additionally, in comparison to
DCT-based transform, wavelet-based methods produce less
visual artifacts because the techniques do not require the
image to be decomposed into blocks.

Nevertheless, wavelet-watermarking techniques do suffer
from other problems and these are given as follows:

& Oscillations: One of the complexities of wavelet based
processing is an oscillation of wavelet coefficients around
the singularities. This is because wavelets are band-pass
functions.

& Shift Variance: The other factor, which complicates
wavelet-domain processing, is that a small shift in the
signal greatly perturbs the wavelet coefficient oscillation
pattern around singularities.

& Aliasing: Whenever wavelet and scaling coefficients
change, the inverse DWT cannot cancel the aliasing and
this causes artifacts in the reconstructed signal.

& Lack of Directionality: The lack of directional selectivity
greatly complicates modeling and processing of geometric
image features like ridges and edges.

These shortcomings have been solved by using the dual
tree complex wavelet transform (DTCWT), which has been
provided by Kingsbury [67] and completed by Selesnick et al.
[66].

Contourlet Transform

The other transform-based scheme is the contourlet trans-
form (CT), introduced by Minh Do and Martin Vetterli [70,
71]. CT separates a given image into low- and high-
frequency sub-bands by using a Laplacian pyramid decom-
position (LPD) filter. Afterwards, directional information can
be obtained by applying directional filter banks (DFB) on
these band-pass images. The DFB is designed to represent
the directionality of the high-frequency components of the
image. Figure 6 shows the first two levels of decomposition
of the contourlet transform. According to Rahimi and
Rabbani [69], watermarking in the contourlet domain shows
better robustness against a variety of attacks and demon-
strates acceptable invisibility in comparison to wavelet do-
main watermarking. This is because contourlet transform has
superior capability in extracting the directional edges and
contours of the image.

Singular Value Decomposition

The concept of singular value decomposition, or SVD, goes
back to the linear algebra theorem [78]. It shows that a
rectangular matrix can be decomposed into three matrices
(with nonnegative real entries) U, S, and the conjugate trans-
pose V. U and V are orthogonal square matrices and S is a
rectangular diagonal matrix with its values arranged in de-
scending order. Mathematical representation of a square ma-
trix A of order of N after SVD transform is given as follows
[44, 77–79]:

A ¼ U S VT ¼ u1; u2;…; uN½ �
δ1

⋱
δN

2
4

3
5 v1

⋮
vN

2
4

3
5 ð10Þ

where U∈RN×N and V∈RN×N are unitary matrices, i.e., UUT=
In and VVT=In. The columns of matrices U and V are called
the left and right singular vectors of matrix A, respectively. As
mentioned before, S∈RN×N is a diagonal matrix (S=diag(δ1,-
δ2,…δN)) with singular values δi(i=1,2,…N). The operand T
is used for the conjugate transpose operation. For matrix A of
order r (r≤N), if the diagonal entries of matrix S preserve their

Fig. 5 Wavelet decompositions of an image
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descending orders as δ1≥δ2≥…≥δr≥δr+1=δr+2…=δN=0,
then the matrix A can be written as:

A ¼
X

i¼1

r
δiuiv

T
i ð11Þ

where ui and vi are ith eigenvector of U and V and δi is ith
singular value.

During the past years, the SVD transform has been widely
used in robust image watermarking [79]. The main idea in
SVD-based watermarking methodology is to embed the wa-
termark into the singular values by applying the SVD onto
whole or small blocks of the cover image [80]. Unlike most of
the common watermarking methods, SVD can be used for
nonsquare matrices because of its nonsymmetrical decompo-
sition property. In spite of the robust performance of SVD-
based watermarking techniques, they cannot outperform the
robustness of frequency-based methods against different at-
tacks [76]. The best approach to enhance the robustness of
SVD-based methods is to employ this transform along with
the frequency based transforms such as SVD-DCT [44, 74,
79, 81], SVD-DWT [47, 49, 52, 76, 77, 83], and SVD-
DTCWT [78, 82].

Overview on Watermarking Benchmarks
and Performance Analysis

In medical image watermarking, it is required to preserve the
quality of the image, and the patient information, after
extracting the watermark. Therefore, for evaluating a
watermarked image, two groups of benchmarking are needed;
the first is to evaluate the quality of watermarked image, and
the second is to measure the correctness of the extracted
watermark.

Imperceptibility Evaluation of Watermarked Image

By embedding a watermark into a cover image, some distor-
tions on the image will occur. In the next section, several
important distortion metrics of watermarked images that are

used in different literatures are explained [6, 8, 9, 89]. In these
equations, I(i, j) represents the original image, Iw is the
watermarked image, and the image dimensions are shown
by N×M (See Table 4).

& Mean Square Error (MSE): MSE between original and
watermarked image is measured by:

MSE ¼ 1

MN

X
i¼0
N−1

X
j¼0
M−1 I i; jð Þ−Iw i; jð Þð Þ2 ð12Þ

& Peak-Signal-to-Noise Ratio (PSNR): The PSNR between
the original and watermarked image is obtained by:

PSNR I ; Iwð Þ ¼ 10� log10
MAX2

I

� 	
MSE

ð13Þ

where MAXI is the maximum possible pixel value of the
original image I. Larger PSNR means the original and
watermarked image are more similar to each other. To
have acceptable perceptual value, the PSNR should be
greater than 30 dB.

Fig. 6 Contourlet decomposition
filter bank. Multi-scale
decomposition is computed by
LPD and directional description is
obtained by applying DFB on
each band-pass channel [69]

Table 4 Evaluating parameters for watermarked image

Evaluator Equation

MSE
1

MN ∑
N−1

i¼0
∑
M−1

j¼0
I i; jð Þ−Iw i; jð Þð Þ 2

PSNR
10� log10

MAX2
Ið Þ

MSE

SSIM 2μIμIW
þc1ð Þ 2covþc2ð Þ

μ2
Iþμ2

IW
þc1


 �
σ2Iþσ2IW

þc2


 �
IF

1−
∑i; j I i; jð Þ−Iw i; jð Þð Þ2

∑i; j I i; jð Þð Þ2

NRMSE
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑N−1

y¼0∑
M−1
x¼0 I x;yð Þ−Iw x;yð Þ½ �2

∑N−1
y¼0∑

M−1
x¼0 I x;yð Þ½ �2

s
� 100

WPSNR
MAX2

Ið Þ
NORM 1

1þδ2block

n o
�MSE

0
@

1
A
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& Structural Similarity (SSIM) Index: This method gives a
similarity measure between two images [90]. SSIM can
take a value in the range of −1 to 1, when a value of 1
means that the two images are completely similar to each
other.

SSIM I ; IWð Þ ¼ 2μIμIW þ c1
� 	

2covþ c2ð Þ
μ2
I þ μ2

IW þ c1

 �

σ2
I þ σ2

IW þ c2

 �

c1 ¼ k1Lð Þ2 k1 ¼ 0:01
c2 ¼ k2Lð Þ2 k2 ¼ 0:03

� ð14Þ

where µI and μIW are the average of I and Iw, respectively,
σI
2 and σ2

IW
are the variance of I and Iw, respectively, cov is

the covariance of Iw, c1 and c2 are variables to stabilize the
division with weak denominator, and L is the dynamic
range of pixel values (L=2number of bits per pixel−1).

& Image Fidelity (IF): This measurement determines the
similarity between the watermarked and un-watermarked
image. In other words, fidelity is the amount of
imperceptibility of the watermark in a watermarked im-
age. The higher the IF, the more imperceptible the embed-
ded data is in the watermarked image [9].

IF ¼ 1 −

X
i; j

I i; jð Þ − Iw i; jð Þð Þ2X
i; j

I i; jð Þð Þ2 ð15Þ

Percentage Normalized Root Mean Square Error: %
NRMSE between the original image and the embedded
image value is computed by:



%NRMSE I ; Iwð Þ ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiXN−1

y¼0

XM−1

x¼0
I x; yð Þ − Iw x; yð Þ½ �2XN−1

y¼0

XM−1

x¼0
I x; yð Þ½ �2

vuuut � 100

ð16Þ

& Weighted Peak Signal to Noise Ratio (WPSNR): This
metric uses a weighting factor in calculating PSNR which
is called noise visibility function (NVF) and is calculated
by [8]:

WPSNR ¼ MAX 2
I

� 	
NVF�MSE

 �
ð17Þ

where NVF is a texture masking function that can measure
the amount of texture in the image by using the Gaussian
model. The NVF formulation is given in Eq. (18):

NVF ¼ NORM
1

1þ δ2block

� �
ð18Þ

where δ is the luminance variance for the 8×8 block. The
NORM shows that the NVF is normalized between 0 and
1. For instance, for a flat region, the NVF is close to 1,
while for a textured or edge region, the value is closer to 0.

Robustness Evaluation of Extracted Watermark

For binary sequence information, the following quantitative
metrics can be used to measure the reliability of an extracted
watermark (Table 5). In these equations, W(i,j) represents the
original watermark while W ' (i, j) represents the extracted
watermark.

& Correlation Coefficient (CRC): The CRC can be used to
measure compatibility between the original and extracted
watermark. The minimum and maximum values of this
matrix are 0 and 1, respectively [9].

CRC ¼
X

i

X
j
W i; jð ÞW 0 i; jð ÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiX

i

X
j
W i; jð Þ2*

X
i

X
j
W 0 i; jð Þ2

q ð19Þ

& Similarity Measure (SIM): SIM is used to measure the
similarity between an original and extracted watermark [9]
and is given by:

SIM ¼
X

i

X
j
W i; jð ÞW 0 i; jð ÞX

i

X
j
W 0 i; jð Þ2 ð20Þ

& Bit Error Rate (BER): This is a useful evaluator when the
watermark is a binary sequence. BER shows the probabil-
ity of binary patterns that are decoded incorrectly. There-
fore, the lower is the BER, the better is the performance of
the watermarking system [9].

BER ¼ DB

NB
ð21Þ

Table 5 Evaluation parameters for extracted watermark

Evaluator Equation

CRC ∑i∑ jW i; jð ÞW 0 i; jð Þffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑i∑ jW i; jð Þ2�∑i∑ jW

0 i; jð Þ2
p

SIM ∑i∑ jW i; jð ÞW 0 i; jð Þ
∑i∑ jW

0 i; jð Þ2

BER DB
NB

AR CB
NB
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where DB is the number of bits that is decoded
incorrectly and NB is the total number of original
watermark bits.

& Accuracy Ratio (AR): This is also used for indicating the
similarity between the original and watermarked image.
The more AR is closer to 1, the more similar the extracted
watermark is to the original one [9].

AR ¼ CB

NB
ð22Þ

where CB is the number of correct bits and NB is the total
number of original binary watermarks.

Medical Image Watermarking

Importance of Medical Image Watermarking

Watermarking in the medical field has many practical
applications, including telediagnosis, teleconferences
among clinicians, and distant learning of medical person-
nel. Exchanging medical images between clinicians, spe-
cialists, and radiologists provides a platform for discussing
and consulting diagnostic and therapeutic measures. In this
case, the electronic patient report (EPR) and medical im-
ages are sent separately to the destination. Using
watermarking techniques and integrating the EPR into the
medical images will not only guarantee the confidentiality
and security of the sent data but also the integrity of the
medical images. Furthermore, authentication of watermarks
and tampering detection methods can be used to identify
the source of medical images and locating the tampered
area, respectively [19].

Advantages of Medical Image Watermarking

In this section, some advantages of medical image
watermarking are explained.

& Memory and Bandwidth Saving: By integrating both the
medical image and EPR, the huge amount of bandwidth
normally required for telemedicine application will be
reduced.

& Detachment Avoidance: Detachment or misplacement re-
fers to allocating the EPR to the wrong medical image. If
EPR and medical images are sent separately from each
other, the possibility of detachment increases. To avoid
misplacement, the patient’s information needs to be inte-
grated into its medical image.

& Confidentiality: By using watermarking techniques, the
patient report can be hidden inside the medical image
without being seen by unauthorized persons.

& Security: To prevent the patient’s information and medical
images from being tampered with, watermarking can be
used for hiding the EPR inside the medical image. This
prevents attackers from easily changing the medical image
or the patient information [19].

Requirements of Medical Image Watermarking

In addition to the basic requirements of a typical watermarking
system, as previously explained, some other specific features
are needed for the medical watermarking system. These are
explained below:

& Imperceptibility: The amount of invisibility of a
watermarked image in comparison to nonwatermarked
image is called imperceptibility and can be measured by
statistical standard metrics such as SSIM or PSNR.

& Reversibility: Due to the image quality, the applied meth-
od for medical watermarking should be reversible, mean-
ing that one should be able to exactly recover the original
image after extracting the watermark [4].

& Integrity Control: The ability to verify that the image has
not been modified without authorization.

& Authentication: Identification of the image source and
verification that the image belongs to the correct patient
[4].

It is clear that finding and developing new watermarking
techniques to satisfy these requirements is still a necessary
relevant research area.

Overview of Medical Watermarking Methods

As pointed out in a survey paper written by Navas et al. [19],
the objectives of medical image watermarking (MIW) can be
divided into two parts: (1) to control integrity and authentica-
tion and (2) to hide the electronic patient record (EPR)
information.

Another paper [90] divided medical image watermarking
methods into three separate categories according to their ap-
plication: authentication, data hiding, and both authentication
and data hiding combined. In the following subsections, each
category will be reviewed and discussed. A literature summa-
ry of these techniques is also provided in Table 6.

Authentication

The only purpose of this work [10] is content authentication of
computed tomography (CT) images. The main focus is on a
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blind, fragile watermarking method, which is embedded on
the region of noninterest (RONI) of medical images so that the
image quality of the region of interest (ROI) is preserved. The
segmentation method has been used instead of drawing a
square or ellipse for separating the ROI and RONI. The
algorithm is claimed to perform segmentation efficiently by
accurate ROI detection while increasing the embedding ca-
pacity. Furthermore, the embedding part used the LSBmethod
that has multiple advantages—simplicity, high capacity, and
very low distortion to the watermarked image. The PSNR of a
watermarked image varies from 60 to 51 dB by increasing the
embedded data from 8 to 64 kb. In the extraction part, the
comparison between the extracted and original logo was done
for subjective authentication, and for objective authentication,
comparisons were made between the embedded and extracted
message authentication code (MAC). The drawback of this
approach is that the embedding of the watermark was done in
RONI only. Because the attacker can separate the ROI and put
his/her own RONI and embeds his/her watermark on it, ROI
may not be secured against malicious attacks. The other
shortcoming is that this method cannot differentiate between

intentional and unintentional attacks, as any manipulation on
the image signifies that the image is not authentic. For exam-
ple, in order to save the bandwidth during the transmission of
medical images, JPEG compression may be applied to these
images, but this algorithm will detect this process as an attack
and show that the image is not authentic.

The other medical watermarking was done by Zain et al.
[4], whose purpose was integrity verification and authentica-
tion of ultrasound (US) DICOM images. In the first step, the
ROI was separated by a rectangular shape from the RONI.
The second step was to calculate the hash value of the whole
image by means of an SHA256 hash function. To increase
security, a secret key was used to create a hash value as well as
a secret key for the embedded watermark. The last step was to
embed the hash value into the LSBs of RONI. The PSNR of
the watermarked image varies from 249.6 to 31.7 dB by
increasing the embedded payload from 270 to 510 kb.

The extraction process consists of four steps. Firstly, the
watermark is extracted from the LSBs of the watermarked
region. Then, the LSBs of the watermarked region are con-
verted to their original values, which in the US image is zero.

Table 6 Literature summary for different watermarking methods: (1) image modality, (2) objective, (3) watermark, (4) embedding region, (5)
embedding technique, (6) reversibility, (7) tamper localization, (8) tamper recovery, and (9) fragility and robustness

Name (1) (2) (3) (4) (5) (6) (7) (8) (9)

Qershi [90] MR Authentication EPR ROI DE √ √ √ Fragile

US Data hiding ROI hash message RONI DWT Robust

CT ROI embedding map

CR Average of ROI blocks

Compressed ROI

Memon [8] CT Security Patient’s information ROI Hybrid √ √ √ Fragile

US Confidentiality Doctor’s code RONI Robust

X-ray Integrity LSBs of ROI

MRI control

Authentication

Memon [10] CT Authentication Patient’s information RONI LSB √ – – Fragile

Message

Authentication code

Hospital logo

Guo [86] CT Integrity Patient’s information Whole image DE √ √ – Fragile.

MRI Authentication Hash of original image

US

Navas [19] DICOM Authentication ROI RONI DWT √ – – Robust

Navas [19] – Data hiding Encrypted of EPR Whole image LSB – – – Fragile

ECG or EEG

Navas [19] – Data hiding Encrypted of EPR Whole image LSB of – – – Robust

ECG or EEG DCT

Zain [4] US Integrity Hash of ROI LSB of RONI LSB √ – – Fragile

Authentication

Lin [92] MRI Authentication Patient data (128×128 image) RONI SVD – √ – Robust

Copyright protection ROI information DWT
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After that, the hash value of the image is calculated. In the last
part, the results of step two and three are compared to each
other. The received image is authenticated if the comparison
result shows a high degree of similarity between them.

Both previous papers [4, 10] and similarly [91] used
watermarking on RONI for authentication purpose. It is worth
pointing out here that only if the pixels in the RONI have zero
values can these methods be reversible; otherwise, these
schemes are irreversible.

In [92], the purpose was authentication and copyright
protection. The watermark was a combination of the patient
data and the ROI feature. Prior to watermark embedding, the
ratio of ROI and RONI was defined to keep the uniformity of
ROI definition by different doctors. The PSNR of the
watermarked image is not mentioned in this work.

Data Hiding

The main objective of data hiding is to increase the hiding
capacity for medical images [93]. One of the distinctive char-
acteristics of medical images in comparison to nonmedical
images is their large smooth area. In this paper, the authors
segmented the medical images into smooth and nonsmooth
areas (instead of ROI and RONI) and used a high embedding
capacity method. The proposed method was based on differ-
ence expansion (DE) technique which was proposed by Tian
(2003) [94]. DE is a reversible, efficient and simple method
with a high embedding capacity. This method is based on
calculating the average and different values of every two
adjacent pixels in both horizontal and vertical directions
[95]. In Tian’s method, a pair of pixels (x, y) is chosen, and
the following transform is performed on them:

l ¼ xþ y

2
; h ¼ x − y ð23Þ

where l is the average value, h is the difference value, and x
and y are pixel values. The operator x produces the greatest
integer equal to or less than x. This method follows two
principle rules. The first one is preserving the same average
value before and after data embedding. The second one is
embedding the watermark bit by modifying the difference
between two adjacent pixels (h). “h” is modified according
to the following equations:

h0 ¼
2 � h þ b; expandable h
h

2

����
����� 2þ b; changeable h

8<
: ð24Þ

where b is one bit of the embedding payload B, which can be 0
or 1, and h ' is the modified difference value after embedding
the watermark bit (b). For an expandable and changeable h
value, Eq. (24) is used to calculate h '. The h is changeable if:

h

2

� �
� 2þ b

����
����≤min 2 255−lð Þ; 2lþ 1ð Þ ð25Þ

and h is expandable if:

2� hþ bj j≤min 2 255 − lð Þ; 2l þ 1ð Þ ð26Þ

Finally, the embedding process is completed by using the
inverse transform function that is given in Eq. (27):

x 0 ¼ lþ h 0 þ 1

2

� �
; y 0 ¼ l−

h 0

2

� �
ð27Þ

where x ' and y ' are new pixel values after embedding the
watermark bit (b). This procedure is continued until all pay-
loads B are embedded into the original image and a
watermarked image is obtained.

The other paper with data hiding purpose is presented in
reference [96]. In this paper, the watermark was embedded
into the area near to the ROI, but not inside the region. This
method can preserve the quality of the image in the ROI, but
would not protect the area against attack. The best PSNR is
22.36 dB after embedding 5.9 kb data.

Data Hiding and Authentication

In [90], the authors proposed a hybrid method to achieve ROI
authentication, tamper localization, recovering the tampered
area, and hiding patient information. In this paper, the input
DICOM image was divided into ROI and RONI. Then, by
means of DE (which is a reversible method), patient informa-
tion and ROI hash message were embedded into the ROI.
Secondly, by using a robust technique (based on DWT),
recovery data, which included the ROI embedding map, the
average value of blocks inside ROI, and a compressed form of
ROI, were inserted into the RONI. Finally, by means of DWT,
a second watermark was embedded into the border of RONI.
This watermark contained information on the vertices to de-
fine ROI and the number of bits in the second watermark. The
PSNR of the watermarked image changes from 69.7 to
65.2 dB by increasing the watermark from 104.1 to
413.8 kb. This method shows acceptable robustness against
both cropping attack and salt and pepper noise. Aweakness of
this method is the manual selection of ROI in the embedding
part. Furthermore, this method embeds the EPR in the ROI by
means of a fragile watermark, and this fragile watermark may
not be an appropriate method for embedding the EPR. This is
because the EPR is important information and fragile methods
cannot preserve it against attacks.
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In [97], the author used cryptography and watermarking in
a single system in a way that embeds an encrypted version of
the patient information. In thismethod, the corrupted details of
the medical image after watermarking were recovered by
means of reversible property. The best PSNR after embedding
the watermark information reached to 59.8 dB. Advantages of
this method are simplicity, high capacity, high security, and
reversible quality of the patient information. However, this
method is incapable of handling overflow or under flow and
only supports 8-bit images. The other disadvantage of this
method is the use of a symmetric key for cryptography, which
has lower security than an asymmetric key.

In [8], a blind hybrid watermarking method was used. The
robust watermark is made up of patient information, doctor
identification code, and LSBs of the region of interest, which
after encryption were embedded into the RONI of the medical
image. The fragile watermark was a binary pattern and was
embedded on ROI for integrity control. In this method, instead
of using histogram modification for preventing the underflow
or overflow, a location map was generated and the suspect
block was left without watermarking. The evaluation method
for quality measurement of watermarked image was WPSNR.
As for the performance, the watermarked image shows a good
WPSNR of around 60 dB, but this method is not robust
against attacks and the given example does not show accept-
able results.

Summary

Preserving security and authenticity of medical images has
become a necessity since the ever-increasing distribution of
digital medical images between clinical centers and hospitals.
This manifests through the widespread usage of telemedicine,
teleradiology, telediagnosis, and teleconsultation. Over previ-
ous years, various medical watermarking algorithms have
been proposed by a number of different researchers in this
field, but each proposed method has a number of associated
drawbacks as well as strengths. In this paper, we have dem-
onstrated a comprehensive survey on medical image
watermarking and discussed important issues relevant to each
method. At first, the main framework of the security system is
depicted, and the location of digital watermarking is shown in
the scheme. In this paper, we explained the essential parts of
the typical watermarking system, along with an analysis of
different attacks, applications, and requirements of digital
watermarking. Afterwards, the advantages and disadvantages
of various transform techniques used in watermarking algo-
rithms were discussed. During the course, useful metrics to
measure the quality of watermarked image and accuracy of
extracted watermark were presented. We also illustrated the
importance of medical watermarking in general, discussing
the advantages it holds. Finally, we presented a number of

medical watermarking methods with explanations and com-
parisons drawn between them.
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